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Abstract— Cloud computing technology is an open
standard, service-based, Internet-centric, safe,
convenient data storage and network computing
services. Cloud provides have three service models
IaaS, PaaS and SaaS. Cloud computing is an
internet based model for facilitate convenient, on
demand network access to a shared pool of
configurable computing resources. The software
and data that you are using all instead of save on
your computer save on server. This concept of using
services not stored on your system is called Cloud
Computing.

A graphical authentication password is a
verification program that works when the customer
uses proposed table on the basis of which data is
substituted. Table is original and it can be used by
both sender and receiver to protect data. The
proposed algorithm is not easy to crack and
enhanced security of the cloud from malicious
users.

Index Terms— Cloud computing, laaS, PaaS,
SaaS, authentication

L. Introduction to Cloud Computing

Now a days the Internet is commonly
envision as clouds hence the term “cloud computing”
stands for computation done through the Internet. With
Cloud Computing users can access database resources
via the Internet from anywhere, for as long as they need,
without worrying about any maintenance or
management of actual resources.
The whole application, software updations is now
handled by cloud providers. You have pay for this as
per metered services.

Cloud computing is a term used to describe both a
platform and type of application. A cloud computing
platform  dynamically  provisions,  configures,
reconfigures, and de-provisions servers as needed.
Servers used in the cloud can be physical machines or
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virtual machines. Advanced clouds typically include
other computing resources such as storage area
networks (SANs), network equipment, firewall and
other security devices [12].

Key Cloud Computing providers: IBM, HP, Google,
Microsoft, Amazon Web Services, Salesforce.com,
NetSuite, VMware, EMC etc.

Examples of Cloud Computing services includes
Google Docs, Office 365, Drop Box, SkyDrive,
facebook etc.

I1. Cloud computing architecture

The Cloud Computing architecture comprises of many
cloud components, each of them is loosely coupled. We
can broadly divide the cloud architecture into two parts:
1. Front End
2. Back End
The following diagram shows the graphical view of
cloud computing architecture:
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Figl. Cloud computing architecture

Each of the ends is connected through a network,
usually via Internet.

1. Front End: - The interface provided to the client.

Actually Front End refers to the client part of cloud
computing system that consists of interfaces and
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applications that are required to access the cloud
computing platforms, e.g., Web Browser.

2. Back End: - Back End refers to the cloud itself. It
consists of all the resources required to provide
cloud computing services. It comprises of
huge data storage, virtual machines, security
mechanism, services, deployment models, servers,
etc.

Figure 1 shows the cloud computing architecture. The
services provided by cloud computing can be divided
into three categories.

Service Models: - The service models are explained
below:

Infrastructure as a service (IaaS): Cloud users have
no need to update and take care of the hardware part
need to access any application. The service provided by
cloud computing involves the delivery of huge
computing resources such as the capacity of storage,
processing, and network. It is the ability to remotely
access computing resources. The major advantages of
laaS are pay per use, security, and reliability. IaaS is
also known as hardware-as-a-service. An example of
IaaS is the Amazon Elastic Compute Cloud (EC2) [1].

Platform as a service (PaaS): It supports a set of
application programs interface to cloud applications. It
has emerged due to the suboptimal nature of laaS for
cloud computing and the development of Web
applications. Cloud provider has their own data center
to provide various services to the users. Many big
companies are seeking to dominate the platform of
cloud computing, as Microsoft dominated the personal
computer (PC). Examples of PaaS are Google App
Engine and Microsoft Azure [1].

Software as a service (SaaS): It offers service that is
directly consumable by the end user. It is a software
deployed over the Internet. This is a pay as- you-go
service. It seeks to replace the applications running on a
PC. A typical example of SaaS is Salesforce.com [1].

Deployment Models:-

1. Private cloud: - The cloud infrastructure is
provisioned for restricted use by a single organization
includes multiple consumers (e.g., business units). It
may be owned, managed, and operated by the
organization, may a third party, or some combination of
them, and it may exist on or off premises [7].

2. Community cloud: - The cloud infrastructure is
provisioned for exclusive use by a specific community
of consumers from organizations that have shared
concerns (e.g., mission, security requirements, policy,
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and compliance considerations). It may be owned,
managed, and operated by one or more of the
organizations in the community, may a third party, or
some combination of them. It may exist on or off
premises [7].

3. Public cloud: - The cloud infrastructure is
provisioned for open use by the general public. It may
be owned, managed, and operated by a business,
academic, or government organization, or some
combination of them. It exists on the premises of the
cloud provider [7].

4. Hybrid cloud: - The cloud infrastructure is a
composition of two or more distinct cloud
infrastructures (private, community, or public) that
remain unique entities, but are bound together by
standardized or proprietary technology that enables
data and application portability (e.g., cloud bursting for
load balancing between clouds).

III. Graphical passwords vs Alphanumeric
passwords

The authentication system includes the text
password and graphical passwords. Typically, text
passwords are string of letters and digits, i.e. they are
alphanumeric. Such passwords have the disadvantage
of being tough to remember .Weak passwords are
exposed to dictionary attacks and brute force attacks
where as strong passwords are hard to memorize.
Hence we are using textual passwords for Iess
confidential data. Though, users have difficulty
remembering a password that is long and
random-appearing. Instead, they create short, simple,
and secure passwords. Graphical passwords have been
designed to try to make passwords more memorable
and easier for people to use and, therefore, more secure.
Using a graphical password, that is using a proposed
table which is not easy to guess.

Inorder depth first search used in
the pas|sword

v

Calculate Breadth First Search

Proposed
table

A

Convert the alphabet into its

equivalent numeric values using
tahle A

y

Reverse the numeric values to
make it more secure

Fig2. Classification of authentication techniques
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Problems with alphanumeric passwords:-

The main problem with the alphanumeric passwords is
that once a password has been chosen and learned the
user must be able to recall it to log in. But, people
regularly forget their passwords. If a password is not
frequently used it will be even more prone to forgetting.
The recent surveys have shown that users select short,
simple passwords that are easily guessable. For
example, personal names of their family members,
names of pets, date of birth etc [4]. The most important
issue is having a password that can be remembered
reliably and input quickly. They are unlikely to give
priority to security over their need to get on with their
work.

Need of graphical passwords:-

Graphical password was originally described by
Blonder I in 1996. The basic need for graphical
password is that graphical passwords are expected to be
easier to recall, less likely to be written down and have
the likely to provide a richer symbol space than text
based password. Graphical password are used which is
having some unique calculation which is not to guess or
crack.

IV. Problem Formulated

In this paper, we have made an attempt to enhance
the security of cloud computing by using Graphical
Authentication Method. Even though Cloud Computing
offers various benefits and newer services, everyone
has different opinions about the security aspects of it.
Because of these security concerns, it is still not gaining
its full momentum. Many organizations are stepping
back as they don’t want to take the security risk. Thus, it
is essential to have more standard security measures for
cloud computing in order to gain complete acceptance
from all levels of organizations.

V. Proposed Methodology
Proposed Methodology shows how can data
can be encrypted.

How to start —

Method to Encrypt :

1. Let we have a proper binary tree.

2. A proper binary tree is used having an ordered
tree in which each internal node has exactly
two children.

3. Calculate Breadth first search of the tree.

4. Convert the received alphabets into its
equivalent numeric value using table.

5. Reverse the value.

6. Send the encrypted value.

Method to Decrypt :
1. Reverse the received encrypted value.
2. Convert the value into its equivalent alphabet.
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3. Draw proper binary tree with the received
alphabet

4. Find In order depth search traversal value for the
given tree.

5. Receive data is the protected password that we
want to extract.

0123 [4/5|6 |78
1A |
2 B H
3 C G

4 J K/L/D|EFMN|O
5 R S

6 Q T
7P VIWIX|Y|Z U

Table 1. Proposed table that we used to convert data

Alo [t [t ]]Qle []Y]7

1 8 1 5
B2 [ [J |4 [R[5][Z]7

1 0 2 6
cl3||Kl4]][s |5

2 1 6
Dl4 | |[L[4]]T]6

3 2 7
E|4 | [M[4 | |U]|7

4 6 8
Fld4 | [N|4 ]|V ]7

5 7 2
G3||ol4] W7

6 8 3
H|2 | [P |7 | [X |7

7 0 4

Table 2. Values of the alphabets as per the above table

Example to understand the Algorithm
Example 1

(Method to encrypt)

Let the tree be

o

1. Calculate breadth first search traversal of the
tree i.e DADCOME
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2. Convert DADCOME into equivalent numeric
value using given Table 1i.e
43014332484644

3. Reverse the received above valuei.e
44464832430143

4. Send the above received value.

(Method to Decrypt)

1. Received value is 44464832430143

2. Reverse the received value i.e 43014332484644

3. Convert into equivalent numeric value into
alphabet using given table i.e DADCOME

4. Draw the A proper binary tree using the above
data

D

N o T
RN N

5. Now calculate the Inorder traversal depth first
search of the tree which the password. i.e
CAODMDE that we have hide with the tree.

Advantage of graphical password technique:-

1. It is a unique method using simple methodology
which cannot be estimate.

2. Don’t need to memorize long passwords.

3. Numeric values enhance the security of cloud
accessing.

4. Less calculation time means no burden

Conclusion

We conclude that graphical password authentication
system provides more secure authentication than the
text password system. The graphical password
techniques still need improvement against shoulder
surfing attack and dictionary attack. But still this
technique is much better than the alphanumeric
password technique. The proposed algorithm is using a
table to find the values of respected alphabet which can
be enhanced with special characters used in password
in near future.

The identification of security challenges and
improved techniques in large number of services of
Cloud Computing is a very challenging task. In the
process of identification from research methods I had
identified a satisfactory number of challenges and
mitigation techniques which are being used at present
and also in future Cloud Computing.
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