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Abstract— This article contributes towards the study of
multimodal biometric system against spoof attacks. Much
of the works reported based on Parallel fusion, are
subjected to the critics about the authentication, since
spoofing of a single trait may lead towards the cracking of
whole system. Validation of the multimodal biometric
systems in serial fusion mode against spoofing is still a
matter of research.. In this paper, we make an attempt to
study the affect of spoofing in serial fusion mode. The
concepts of fusion together with Generalized Gamma
Distribution (GGD) are utilized. The performance of the
model is evaluated using synthetic data and evaluation is
carried out by considering metrics like False Acceptance
Rate (FAR), Acceptance Rate, and False Rejection Rate
(FRR).

Index Terms— Multimodal biometric, Serial Fusion,
Spoofing, Generalized Gamma Distribution (GGD), FAR,
FRR.

I. INTRODUCTION

Biometrics is a precise methodology for establishing the
uniqueness of an individual using their physiological or
behavioral templates such as face, signature, fingerprint and
so on. Biometrics is now widely accepted and deployed in
almost all the Public and Private Sectors, to increase the
security levels and counter attack security threats. Each
biometric templates extracted from an individual’s is believed
to satisfy some of the features namely, universality, suitability
and non-forgability [1], [2]. Most of the literatures in uni
modal biometrics have showcased various mechanisms
adopted by invaders to attack the biometric systems using the
strategies like stealing, duplicating, detaining and replicating
the biometric templates [3-7]. This sort of attacking the
system, by creating duplicate biometric templates for the
corresponding input is acknowledged as spoofing attack.
Amid various advantages, certain issues that rise about the
usage of biometric are related to flexibility and spoofing
attacks. Spoofing attacks are also referred to as “direct
attacks”. To spoof a system, the impostors need not possess
any technical knowledge or does not require precise details
about the biometric system. Multimodal biometric systems
are considered to be more robust than uni modal systems and
many researchers have shown that these systems are capable
of withstanding the spoofing attacks. The basic theory behind
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this consideration is that dodging multiple systems is more
difficult than dodging a single system. There are two
approaches in which the multimodal systems are operated, the
serial fused mode and parallel fused mode.

Serial fused systems are considered to be more robust than
parallel mode multimodal systems [8], [9], [10] to evade
multiple traits connected serially, it is necessary to evade all
the fused individual systems simultaneously.
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Fig-1 Serial Architecture

Multimodal systems fuse various biometrics either using
Fusion prior to matching or fusion after matching. In fusion
prior to matching approach, the integration of the information
is considered either at sensor level or feature level. These
approaches are less preferred as integrating non- homogenous
traits is difficult and also concatenation of two feature vectors
may lead to huge dimension which leads to curse of
dimensionality problem. Hence in this paper we have
considered Fusion after matching where abstract decisions
based on concept of score level fusion can be arrived based on
majority voting, AND - OR Rule based and Rank based
decisions. In this article, traits of the finger-print, speech, and
face templates fused. The features are obtained using the PDF
of GGD and Mel Frequency Cepstral Coefficients (MFCC)
from speech signal. The evaluation of the developed method
is carried out using metrics like FAR (False Acceptance Rate)
and FRR (False Rejection Rate). The organization of the
paper is as follows.Section-2, of the paper deals with
Generalized Gamma Distribution. In Section -3, extraction of
biometric traits and feature vectors are discussed.Section-4 of
the paper deals with Normalization. In the section-5,
experimentation together with the results is presented.
Evaluation Metrics together with conclusions are presented in
section -6.
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II. GENERALIZED GAMMA DISTRIBUTION (GGD)

In this paper generalized gamma distribution is considered
distinguishing a impostor and genuine traits. The main motto
behind the consideration of GGD is that, the biometric traits
considered will be non-homogenous and asymmetric in
nature. Therefore, to cater these multiple patterns, it is needed
to consider a model which is asymmetric, such as GGD
(generalized gamma distribution) as it can handle data both in
symmetric and asymmetric features.
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The PDF (Probability Density Function) of Generalized
Gamma Distribution (GGD) is given

c(x—a)™! e{xl’;aj
b*T (k)

f(x,k,c,a,b)=

III. EXTRACTION OF BIOMETRIC TRAITS

In this article we have measured the biometric templates of
face, fingerprint and speech signal for the validation
procedure. For the authentication purpose, each of these
templates is matched against the templates in the database.
The finger print extract is given to GGD as input, MFCC
values are considered for extraction of amplitude sequences
from the speech signals and pixels of the facial data are given
as input to the GGD to extract the PDF. These features are
fused using a score level fusion, which is a uses a Logical
AND/ OR operation the match is indicated as ‘Y’, and
mis-match by ‘N’. The confirmation process is based on the
value returned.

IV. NORMALIZATION

A normalization step is usually needed before the raw scores
derived from different traits are combined in the fusion stage.
To distinguish the impostor and genuine individual,
normalization of the scores becomes a mandate. The
Min-Max (NM) concept of normalization is used in this
paper. This method maps the raw scores to the [0, 1] range.
Max(S) and Min(S) specify the end points of the score range
(M. Indovina et al (2003)) and are calculated using the
formula

n = (s-min(S)) / (max(s)-min(S)) --- (2)

Where, s = raw matching score and S = Set of all scores for a
matcher
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Fig-2 , Overlap of Impostor and Genuine traits

V. EXPERIMENTATION

In order to evaluate the model various inputs are considered
both from gender dependent and gender independent data.
The database consist of 100 fingerprint, 100 facial images and
also consist of speech signals of the above 100 subjects. The
preprocessing is done on each of the sample and feature
vectors are extracted using the concept mentioned in section-3
of the paper. The core features are extracted from each of
these biometric inputs and are stored in the database. In order
to extract the speech signal, each of the subject‘s speech data
is recorded in .WAYV format and are given as input to the
MFCC for extracting the amplitude signal. MATLAB voice
box is considered for the extraction of these amplitude
signals. For the extraction of facial features, each face is
normalized into a unit square. Preprocessing is subjected to
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overcome lightening or illusion effects and orientation is
overcome by considering frontal face. These preprocessed
faces are given as input to GGD and the PDF is obtained by
using the formula given in section-2. Using the MATLAB
Environment these features are fused using score level fusion,
as discussed in section-4 of this paper. The various input and
outputs are presented in following figures1,2 and 3.

PERFORMANCE EVALUATION AND CONCLUSION

In this paper the concept of multilevel fusion is considered
for authentication of a person and ensures security from
private and public data. In order to evaluate the current
methodology we have considered metric like FAR (False
Acceptance Rate), FRR (False Rejection Rate) and
Acceptance Rate. The formula for computing is given below:-

MDR= (Total No of Missed Recognition/Total
Template)*100

FAR= ((Total Considered-Total Accepted)/Total
Template)*100

Acceptance Rate = (Total no of Accepted Traits/Total
Traits)*100

Table Showing the Performance of Proposed Model
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In this article the concept of multimodal biometric
verification is considered for authentication of an individual.
This paper presents a novel methodology for establishing the
identity of individual by using the concept of GGD
(Generalized Gamma Distribution) by applying serial as well
as parallel mode of fusion. For uniform result the Normalized
data is considered for verification of an individual against
template. The performance is calculated evaluated using
FAR/FRR both in serial as well as parallel mode and
compared with the existing methodology of GMM (Gaussian
Mixture Model) and is presented in the table. From the above
table it can be clearly seen that the performance of the
biometric systems using serial fusion using GGD
(Generalized Gamma Distribution) performs far better
compared to Parallel Mode.
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