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A ROBUSTIC CRYPTOSYSTEM USING ASTROID
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Abstract— Public Kkey cryptosystem or asymmetric
cryptosystem has more security over the secret key
cryptosystem or symmetric cryptosystem because this has
a pair of keys which are mathematically related and are
used at both sender and receiver end. In this paper we
propose an efficient astroid curve over prime field. This
public key cryptographic technique is used for secured
data transmission and is highly reliable. This work
includes encryption of the intelligent message at sender
and the decryption of the unintelligent message at
receiver end

Index Terms— Sextic

polynomial, Encryption,

Decryption, Prime field, Public key, Private Kkey,
Cryptographic tool
[. INTRODUCTION

In today’s world secured data transmission remains
challenging. The solution is to provide confidentiality of data
during transmission through network security. Network
security is the most important component in securing the
information passed through the network computers. It
includes both hardware and software functions The only one
element which underlies all security mechanism in use is
cryptographic techniques. Cryptographic techniques are
crucial in establishing network security. Network security and
cryptography is a mechanism to protect the network and to
allow the secured data transmission over unreliable wireless
networks. Network security involves authorization of access
to the data in the network. Users are assigned an ID and
password which gives them access to the data in the network.
Cryptography is a study of secured data communication over
the networks. Cryptographic algorithms can be segregated
into symmetric key system and asymmetric key system. In
symmetric key system common shared key is used for both
encryption and decryption. A major drawback of this system
is that both parties must exchange the key securely before
initiation of data transmission. In public key system a pair of
key is used which comprises of public key and private key
where public key is used for encryption and private key is
used for decryption. Public key is distributed and private key
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is never distributed. The major advantage of this system is
improved security. In public key algorithms like RSA plain
text is represented as integer number. In the proposed method
plain text is represented as points of polynomial which
reduces mathematical computations and complexity. So this
paper proposes astroid curve over prime field cryptographic
method.fig 1.shows astroid curve.

II. LITERATURE REVIEW

Rivest et al.l'proposed a method to implement public key
crypto system invented by Deffie Hellman where security lies
message can be signed using privately held decryption key.
This article motivated our paper since they not only presented
public key cryptosystem but also digital signature. Prasant
singh yadav et al'”! proposed how to implement the algorithm
for security purposes and enhance the performance of this
algorithm in the field of cryptosystem and network security.

This paper also proposes about the attacks against the
algorithm. The main drawback of the RSA algorithm is the
key size which could be overcome by the Elliptic Curve
Cryptography.D.Sravana kumar et al”®! proposed a method for
encryption of data using elliptic curve over finite field. This
methods provides improved security at relatively low
computational overhead. Each character is coded to a point on
elliptic curve and each message point is encrypted as pair of
points on elliptic curve. Asha rani misha et al' discuss about
the different issues of wireless sensor network. Security is
great challenge due to processing limitation of the sensor
nodes and nature of wireless links. Security is implemented
using software or hardware and is achieved using
cryptographic methods and ECC is the best due to its key size.
High security despite of smaller key which results in power
efficient cryptosystem
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III. PROPOSED WORK

Sextic polynomial is a polynomial of degree six and is also
called as hexic polynomial. The general form of sextic
equation is

y(x)=ax’+bx +ex +dx +ex +Hx+g.
where a is non zero and coefficients a,b,c,d,e,f,g may be
integer or complex or real numbers.
Generate (x,y) points based on the equation and map
characters on to the respective coordinate points.

ENCRYPTION

The sender starts the encryption with the plain text
Step 1:

Choose (pkl1,pk2) as public key.

Step 2:
Choose (rk1,rk2) as reference key.

Step 3:
Corresponding coordinate points for the character in the plain
text is chosen as (p1,p2)

Step 4:
Perform (p1,p2) /(pkl,pk2) mod (n*-n+41) =(a,b) obtained
by point division formula.

Where a=pl+n (pk1-p1) mod (n*-n+41)
b=p2-+n (pk2-p2) mod (n*-n+41)

Step 5:
Perform (a,b) /(rk1,rk2) mod (n*-n+41) = (c1,c2)
Where cl=a+n (rk1-a) mod (n2-n+41)
c2=b+n (rk2-b) mod (n2-n+41)
(c1,c2) is the encrypted data and is transmitted to the receiver
end.

DECRYPTION

After receiving the encrypted data (c1,c2) the receiver starts

performing decryption.

Stepl:

Perform (c1,c2)(rkl,rk2) mod (n*n=41) =(al,bl) obtained

by point multiplication formula.

Where al= (c1-nrk1)/(1-n)
bl1=(c2-nrk2)/(1-n)

Step2:

Perform (al,b1)/ (prl,pr2) mod (n*-n+41)= (pl,p2)

Where pl=al+1/n(prl-al) mod (n*n+41)
P2=b1+1/n(pr2-b1) mod (n*n+41)

Relation between pkl and prl is

Prl=n [(b-n*pk1)/ (1-n) +b (1-n)/n] mod (n*-n+41)

Relation between pk2 and pr2 is

Pr2=n [(a-n*pk2)/ (1-n) +a (1-n)/n] mod (n*n+41)

CONCLUSION

Astroid curve over prime field based cryptographic approach
provides security and reduces computational complexity.
This proposed algorithm is implemented using vb.net
software tool. Encryption and decryption are done
successfully and thus the results are verified . our proposed
work can be used as cryptographic calculator which makes
computations faster and is time efficient than the existing
cryptographic methods such as RSA and ECC.
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