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Abstract— Today huge demand of digital world requires
data to be transmitted in a secure manner.Data
transmission in public communication is not secure
because of interception.The best solution for this problem
is steganography.
Audio steganography is the process of hiding the secret
information by concealing in into another medium such as
audio file. Least Significant Bit (LSB) modification
technique is the most simple and efficient technique.
Index
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perfect and both can be broken. It is for this reason that most
experts would suggest using both to add multiple layers of
security[3].
In this section we will discuss Steganography at length. We
will start by looking at the different types of Steganography
generally used in practice today along with some of the other
principles that are used in Steganography.
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INTRODUCTION
Today’s large demand of internet applications requires data
to be transmitted in a secure manner. Data transmission in
public communication system is not secure because of
interception and improper manipulation by eaves dropper. In
present day to day life, effective data hiding methods are
needed due to attack made on data communication. The idea
of communicating secretly is as old as communication itself.
Information security is becoming very important part of our
life now-a-days. Information hiding is the fundamental of
information security. Security is defined as the degree of
protection against danger, damage, loss, and criminal activity.
Particularly when a sensitive message is to be delivered to a
destination, authentication and confidentiality are required.
Providing security for electronic documents is an important
issue. In information security, confidential information or
confidential data must only be used, accessed, disclosed or
copied by users who have the authorization, and only when
there is a real need. The term “Security through Obscurity” or
“Security by Obscurity” is the belief that a system of any sort
can be secure so long as nobody outside of its implementation
group is allowed to find out anything about its internal
mechanisms. Data hiding is considered as “Security by
Obscurity” systems
Steganography or Stego as it often referred to in the IT
community, literally means, “Covered writing” which is
derived from the Greek language. Steganography is defined as
follows,
“Steganography is the art and science of communicating in a
way which hides the existence of the communication. The
goal of Steganography is to hide messages inside other
harmless messages in a way that does not allow any enemy to
even detect that there is a second message present”.
In a digital world, Steganography and cryptography are both
intended to protect information from unwanted parties. Both
Steganography and Cryptography are excellent means by
which to accomplish this but neither technology alone is
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Figure 1 Steganography
There are basically three types of steganographic protocols
used. They are Pure Steganography, Secret Key
Steganography, and Public Key Steganography.

Figure 2 Steganographic Protocol
Audio Steganography Methods
Audio steganography is focused in hiding secret information
in an innocent cover audio file or signal securely and robustly.
Communication security and robustness are vital for
transmitting important information to authorized entities
while denying access to not permitted ones. By embedding
secret information using an audio signal as a cover medium,
the very existence of secret information is hidden away during
communication. This is a serious and vital issue in some
applications such as battlefield communications and banking
transactions.
The secret message is concealed into the audio media by
slightly changing the binary sequence of the audio file. Hiding
secret information into digital audio media is generally more
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complicated than hiding secret information into other media,
such as digital images.
In order to hide secret information successfully, a range of
techniques for inserting information into digital audio have

been introduced. These techniques vary from simple ones that
embed information as signal noises to more powerful ones
that take advantage of complicated signal processing
techniques to embed the secret message.
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128, 192, and 256 bits, and
encrypts and decrypts data in
blocks of
128 bits(16 bytes). Unlike
public-key ciphers, which use a
pair of keys, symmetric key
ciphers use the same key to
Encrypt and decrypt data.

4

Efficient Method
to
Increase
Robustness
in
Audio
Steganography

DeepakD,
Karthik M L
,
ManjunathA
E

International
Journal
of
Advanced
Research
in
Electrical,
Electronics
and
Instrumentation
Engineering Vol.

In the modified LSB
algorithm proposed
here, instead of
stuffing bit of the
message only in the
least significant bit
in the consecutive
bytes of wav file, a

In the proposed system , we
made use of pattern while
stuffing secret message in a
channel of a wav file. In a similar
fashion, we can even use a
pattern to select channels of wav
file to stuff the secret data and
make it harder to be cracked. We
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CONCLUSION DRAWN
To provide more security the
original data file is encrypted
Firstbefore embedding. And
second purpose of this system is
to increase robustness in case of
security.
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The method does not Changed
the size of file even after
encoding process, thus This
method is suitable for hiding any
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The use of only one LSB of the
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disadvantage is the extremely
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due to fact that random changes
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In this paper we have introduced
a robust method of imperceptible
audio data hiding. Thus we
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covert
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Extract
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information without
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It is also considered highly
secure since data is Encrypted
using RSA algorithm before
embedding data Which makes
the system secure especially
agents Passive attack.
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Characteristics that
information hiding
technique
must
beresponsible for
prerequisites
This paper deals
with the Idea that
LSB coding is done
with xoring method
in
Which
data
embedding is done
by
xoring
the
LSB’s. By
Using this method
the recovery at
receiver end is
100%.
Steganography and
Cryptography are
considered as one of
the
techniques
which are used to
protect
the
important
information,
but
both
techniques
have their pro’s and
con’s
As the number of
used lsbs during
LSB
coding
increases
Or ,
equivalently,
depth
of
the
modified LSB layer
becomes
Larger, probability
of
making
the
embedded message
Statistically
detectable increases
and
perceptual
transparency
Of stego objects is
decreased.
Input given to the
system is secret
message which is
either a text file or
image file or an
audio file.
After this a cover
object i.e. Audio file
(.WAV format) is
selected to perform
encryption as well
as to hide the
Encrypted
data.
Secret message file
is converted to
binary file format
These
methods

This paper analyses the different
techniques
of
audio
Steganography for embedding
and security, we conclude That
every technique has some
advantages and Disadvantages
also.

Both the cryptography and
steganography have their own
respective pros and cons, but the
combination of both the model
provides better protection of the
data from the intruders

If the 4th LSB Layer is used, the
absolute error value ranges from
1 to 4 QS,While the standard
method in the same conditions
cause Constant absolute error of
8 QS. The average power of
Introduced noise is therefore
9.31 db smaller if the proposed
LSB coding method is used

This proposed method is one of
the tool Which allows the user to
embed text or image or an audio
data in cover media which is
nothing but an audio Signal
under a single platform. There is
no need to go for different
methods of steganography

Using multiple lsbs were tested
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CONCLUSION
It is a robust mehtod of imperceptible audio data hiding.This
paper implement real time LSB based steganography .At
future work data hiding in audio signal may be extended to
other steganographic technique like dct based Steganography
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