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Abstract— In recent years, more and more people have
been purchasing digital contents through e-commerce.
Under this circumstance, anonymous and fair electronic
payment schemes are important issue. Recently, Lin et al.
proposed an incentive-based electronic payment scheme
for digital content transactions over the Internet. They
claimed that their scheme can ensure the properties of
fair exchange and customer anonymity and encourage
authors to create digital contents by apportioning sales
revenues immediately to payees when customers complete
payments. But in this paper, we show that their scheme is
not fair. In their scheme malicious customers may
successfully get the digital contents, but merchants and
the authors of digital content cannot timely get sale
revenue. Furthermore, based on Lin et al.’s scheme, this
paper proposes an improved scheme. In improved scheme
neither the customer no the merchant has priority. So, the
improved is a fair scheme for incentive-based electronic
payment of digital content transactions over the Internet.

Index Terms— Electronic Payment; Fair Exchange;
Anonymity; Digital Content; Cryptography

I. INTRODUCTION

Digital contents are commercial products that are available
in digital form. In recent years, more and more people have
been purchasing digital content such as images, audio, and
video through the Internet. Under this circumstance, better
security and fair anonymous electronic payment schemes are
important issue for digital content transactions over the
Internet. In 1982, Chaum [1] proposed the concept of
anonymous electronic payment. Since then, Fair and
anonymous electronic payment schemes have been
investigated by many researchers [2-9]. A fair payment
protocol allows two parties to exchanging items so that either
both parties obtain the exchange items or neither party does.
High-quality digital contents always need a lot of authors
having motivation to create. Authors will obtain more
incentive to improve their motivation on creating digital
contents by means of shortening the time period of
apportioning sales revenue. Based on above thinking, Lin et
al. [6] proposed an incentive-based electronic payment
scheme for digital content transactions over the Internet. Lin
et al.’s scheme is a kind of multiple payees’ electronic
payment scheme [10]. Nevertheless, multiple payees’
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electronic payment scheme has seldom been proposed in the
literature. There is much less the incentive-based electronic
payment scheme for digital content transactions scheme. So,
discussion of Lin et al.’s scheme is valuable.

There are five participants in Lin et al.’s scheme: a bank

(Py), a merchant ( P, ), a customer (F.), a trusted third

party ( P, ), and authors of digital contents. It is said that the

scheme can ensure both important properties of fair exchange
and customer anonymity and encourage motivation of authors
to create digital contents by apportioning sales revenues
immediately to payees when customers complete payments.
And when a disputation occurs, participants can request the
trusted third party to arbitrate unfair behaviors. Such as, if the

merchant P,, sends the purchased digital content and the
product certificate to the customer F., but P, does not
reply the unencrypted serial number of electronic cash, P,
can request the trusted third party Py, to arbitrate the P, ’s

misbehavior. In this case, P, can decrypt the encrypted
serial number and then replies the unencrypted serial number
to P, . However, this paper points out that in this case, due to

P ’s intended misbehavior, the P, cannot get the right

serial number m of the electronic cash. So, Lin et al.’s
scheme is not fair for incentive purpose.

To contribute a fair incentive-based electronic payment
schemes for digital content transactions over the Internet,
based on Lin et al.’s scheme, this paper propose an improved
scheme. The improved scheme modifies some steps of
initializing phase, purchasing phase and arbitrating phase in
Lin et al.’s scheme, and add two steps in purchasing phase. In
improved scheme neither the customer no the merchant has
priority. So, the improved is fair and secure scheme for
incentive-based electronic payment of digital content
transactions over the Internet.

The remainder of this paper is organized as follows. Section 2
reviews Lin et al.’s scheme and points out its shortcoming.
Section 3 proposes an improvement of Lin et al.’s scheme.
Security analysis of the improved scheme is covered in
Section 4. Finally conclusions are given in Section 5.

II. LINET AL.’S SCHEME AND ITS SHORTCOMING

2.1. Lin et al.’s scheme
There are five types of participants in Lin et al.’s scheme [6]:

a bank ( Py), a merchant ( P, ), a customer ( P ), a trusted
third party ( P, ). Lin et al.” scheme consists of four phases

. initializing, withdrawing, purchasing ° and arbitrating
phases.
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® Initializing phase -
1. P, . P, P, and all authors (PAI,PAZ,—--,PAP)

I2.
3.

14.

I5.

generate their own public key pk, and private key

sk, sk; by the RSA cryptosystem, and then register
their public key to the certificate authority(CA).
P, publishes a one-way hash function H ()

When p authors create a digital content together,
they acquire the product number pid from P, .
There are p+1 payees, p authors - and a

merchant > for this digital content DC ,,

Payees negotiate AC, for DC ,, with each other.
The AC,,, will be signed by p+1 payees to form
the multisignature  MS Subsequently, the
representative of payees submits pid > AC,, and
MS ., to P, .
MS

P, registers the digital content DC , to P, for

vid After verifying the validity of

via » D keeps these information
selling purpose by sending pid - desc
AC

the correctness of MS , based on payees’ public

pid
ia» MS ,,; and DC  to P, . P, checks
keys and checks DC,, based on pid and

desc .

via » and then computes and keeps the certificate

Cert ,, in its database and issues Cert, to B, .
Fyzp only needs to certify DC, to B, once, then
P, can sell DC ,, for as many times as B, can

without any involvement of P,

® Withdrawing phase : P, browses P, ’s webpage and

obtains pid and price of a digital content that she/he

would like to purchase.

W1. P. and P; establish a secure channel and obtain a

session key Sek., . And then - P. logins Pj’s

banking service

W2. P. prepares v and submits Esekas (v) to P,

W3. P, checks v. If P.’s account has enough amount

of money, P, randomly chooses its randonmizing
factor X € Z:B and replies EsekCB (y) to P where

¥y =x modn, . The integer y is the commitment

of P,’s randomizing factor

W4, After receiving EsekCB (¥). P. randomly chooses a

random message 7 , which represents the serial
number of electronic cash, a randomizing factor

MEZ:B and a blinding factor rEZ:B . F.

computes the blinded
a=r"xuxH(@m',(u”y)modn,)modn, wh

message

ere m' = E, (m).and then sends E , (&) to

P

B-

W5. After receiving EsekCB () , P, debits the

denomination of electronic cash in v from P, ’s
account. Py injects its X into & and computes the
blinded signature £ = ((axx)*"") " modn,
using its private key sk, , where the message
(axxx) is determined by both P. and P,. P,

then replies EsekCB (t,x) to P,

W6. P. computes ¢ =uxxmodn, and computes

s=r

T(V)XtmodnB to remove r from t . The

message (s,m’,v,c) denotes the electronic cash

® Purchasing phase: Customers are anonymous in this

phase.

Pl. P.and P, establish a secure channel and obtain a

P2

P3.

P4.

session key sek.,, . P. also gets a system-wide
transaction number 11 from P,
. '
. P, sends ESEKCM (tn, pid,(s,m’,v,c)) to P, .In
this step, P, starts her/his timer of the purchasing

phase
P

M
s (H@m',(c”” mod n, Ne) ™ =1mod n, and

checks whether pid received from step P2 is the

verifies (s, m’, v, c¢) through

same as pid in v and the denomination in v is
equal to the price of the purchased digital content
DC,, or not. If P, 's verification and check

are all passed, PM forwards

EpkB (tn, P, ,Veri,(s,m',v,c), Sign,,) to P, .
Where Veri means that P, requests Py to verify
(s,

m’, v, c) and

Signy, = E,, (H(tn, B, ,Veri,(s,m',v,c)))
is B,
timer of the purchasing phase.

P, (s,

B
s (H(m',(c” mod n,))c)™” =1mod n, and

makes double-spending check. If above verification

signature. In this step, P,, starts her/his

verifies m’, v, c¢)  through

are all passed, P, keeps (tn,P, ,(s,m’,v, ¢) )
in its database with a certain period of Time T. And
then P, acknowledges P,, the message

E,. (tn,Vok, Signg,) in which Vok means the

verification of (s, m’, v, ¢) is passed.

Signg, = E, (H(tn,Vok)) is By 's signature.
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P5. If the verification of (s, m’, v, ¢) in step P4 is passed,

B, sends E_, (mn,Cert,,,DC, ,) to P,

K pid ?
within the reasonable time period T. Otherwise, PC

can inquire P, aboutthe transaction tn through

the serial number of electronic cash m.
P6. F. verifies the validity of Cert,, using FPrp's

public key . If Cert ,, is valid, F, computes
H(DC, ,) and checks whether it is equal to the
H(DCpid) in Cert,, . 1f the check is passed,
Fesends E,  (tn,m) to P,

P7 P, sends
EpkB (tn, B, , Depo,(s,m,v,c),Sign,,,) to P,
where Depo means that P,  request P, to redeem

(s, m’, v, ¢) kept by P, in step P4 and
Sign,,, = EskM (H(tn, P, , Depo,(s,m,v,c)))

is P, 's signature. P, checks (s, m’, v ,c¢) through

s"(H(E,,(m),(c® mod n,))c)™ =1modn,

. If the
denomination of (s, m’, v, c¢) to payees’ account
according to AC

equation is hold, P, apportions the

pid * and then P, appends m to the

record (tn, PM ,(s, m’, v, ¢)) in its database.

P8. After PB apportions the denomination of (s, m’, v, c)

to payees’ accounts, P, replies

E, (tn,Dok,Signg,) to P, , where Dok

indicates the denomination of PC 's electronic cash

had been apportioned, and

Sign,, = E, (H(tn,Dok))is B, 's signature.

After P

M

DC,,) to F. in step PS5, if F. does

® Arbitrating sends

(tn,Cert

phase:
pid
not sends (tn,m) to P, in step 6 within the
reasonable time period T or P. sends m'"(# m) to
P,, and then P, detects an error in step P7 and replies

an error message in step P8, P, can request P, to

recover the plaintext of m’.

Al. B, sends
Epkm (tn,P,,(s,m',v, c),DCpid, Sign,,;) to
P, where

Signy, =Ey (H(tn,F,,(s,m',v,c),DC,))
is P, ‘s signature.

A2. PTTP verifies (s, m’, v ,c) through

s (H(m',(c® mod ny))c)™™ =1 mod n, If

the validity of (s, m’, v ,c) is positive, PTTP retrieves
Certpi , from its database according to  pid in v,
and then computes H(DC,,) and computes
whether H(DC ) is equal to the H(DC ;) in
Certpi , ornot . If above comparison is equal, P,

computes Eskm (m') to get m and replies

where

EpkM (tn,m, Sign,,) to P,
Signg, = Ey  (H(tn,m)) is By, 's signature.
P

v also keeps (m, DC ) for a

certain period
of time 27", and F. can get DC, from B,

using m within the time period 27"

2.2. The shortcoming of Lin et al.’s schem
The main shortcoming of Lin et al.’s scheme is it is
unfair. In the fair exchange analyses of Lin et al.’s scheme, it

is said that if P. does not sends the serial number of
electronic cash m , in step P6, P, can request P, to
arbitrate P,.’s misbehavior through P,,, decrypt m’ using
its private key to get /72 and reply m to P,, in Arbitrating
phase. But, we find that the malicious P, may use a m'
beingnotequalto E, (m) compute & in step w4. Itis to

say that 7’ may not be resulted from the encryption of 11 .
Also, In the next steps of Lin et al.’s scheme, there is not the

bl

verification of m'=FE , (m). So, the malicious P. ’s
Pkrrp c

misbehavior cannot be found until in step P7 P; find it by
verifying the equation
s"(H(E,, (m),(c” mod n,))c)™ =1modn,

And when P, send m' to P, for arbitration, P,
cannot get the right 71 because m #E ooy (m) . So, the
malicious P successfully get the digital content DC pia and

its certificate Cert ,, instep p5, but P, and the authors of

digital content cannot timely get sale revenue. Thus, Lin et
al.’s scheme is unfair. .

III. AN IMPROVED SCHEME

The improved scheme is modifying some steps of Lin et
al.’s scheme. The rest is identical to Lin et al.’s scheme. The
modification includes:

® [n Initializing phase, modify IS in Lin et al.’s scheme into
steps IS’

® In Purchasing phase, modify step P5, P6 in Lin et al.’s
scheme into steps P5’, P6’, respectively.

® [n Purchasing phase, add P9, P10 steps.

® In Arbitrating phase, modify step Al, A2 in Lin et al.’s
scheme into steps Al1°, A2’, respectively

Following is the detailed description of steps IS’, P5°,
P6’, P9, P10, A1°, A2’.
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I5’. B, registers the digital content DC, to B, for
pid ° AC

checks the

selling purpose by sending pid ° desc
MS .. and DC

correctness of MSW. , based on payees’ public keys and

pid
pid pia © B - By
checks DC,, based on pid and desc,, , and then
use pid , Py, ’s private key, H(DC,,) and
Epkm (DC,,;) computes the certificate Cert,, and
keeps DC,, and Cert,, in its database and issues

Cert,, to P, . B, only needs to certify DC ,, to

pid
Py, once, then P, cansell DC,, for as many times as
P,, can without any involvement of P,

P5°. If the verification of (s, m’, v, ¢) in step P4 is passed, PM

sends

E, (mnCert, E, (DC,)HDC,),Sign,)

to Pc within the reasonable time

Where

period T.

Signy, =E, (H(mn,Cert,,.E, (DC,),H(DC,))

. Otherwise, F,. can inquire P, about the transaction
tn through the serial number of electronic cash m .

P6’. P. verifies the validity of Sign,, and Cert pig USING
P, ’s public key. If Cert,, is valid, F. sends
E,  (nm)tw P,.

P9. When P, get E,. (tn, Dok, Sign,,) in step P8,

P,, sends Eech (tn,DC ) to F..

P10. F. computes H(DC,,) and checks whether it is
equal to the H(DC,,) in Cert,, . If the check is
passed, P. believes he gets right content from B, .

Otherwise, P. can show

(in,Cer,, . E, (DC,,),Sign,) to By in
arbitrating phase to request DC pid
If after P. sends Esek(‘M (tn,m) to P, in step p6’,
P,, does not send EsekCM (tn,DC,,;) to F. in step P9
within the reasonable time period T, in arbitrating phase, F,.
can request P, to get digital content DC ;.
INQ P.
E.p((tn,Cer,, . E, (DC,,),Sign,)) to B,

A2’. P, verifies the signature Sign,, . If the validity of

sends

Sign,, s
E, . (Epkm (DC,,;)) to get DC,; and computes
H(DC,,) and checks whether it is equal to the

positive, P, P,  computes

H(DC,,) in Cert,, .1f the check is passed, F,
replies DC, to F.. If the check is not passed, F
can check its database and get right DC, and send it

to P, .

IV. SECURITY ANALYSIS OF THE IMPROVED SCHEME

In this section, we analyse the security of the improved
scheme on the following aspects.

Claim 1. £ has no priority in getting DC,, in the
improved scheme
In step P5” P. can only verify the validity of digital

content DC

via» Fe cannot get DC ,, from step P5’. In

step P6” P. sends m to P, , but only when in step p8

P,, receives the information Dok indicating the
denomination of P, ’s e-cash had been apportioned, P,
send DC,,, to F in step P9. So, in improved scheme the

customer Fp. has no priority in getting DC ;.

Claim 2. P, cannot cheat P. in the improved
scheme

In improved scheme, only when in step P5* P, receive
valid certificate Cert vid of DC vid from P, , P. send m
to P, instepP6’. If instep P9 P, doesnotsend DC ,, to
P. ., in phase P,  can
E.,((tn,Cer,, . E, (DC,,),Sign,,))

step P5° to P, . After verification of the validity of the

arbitrating sends

received in
signature Sign,, P,
E, (E, (DC,)) to get DC,, and computes
H(DC,,) and checks whether it is equal to the

computes

H(DCPM) in Cerl‘pid . If the check is passed, P,

replies DC , to Fi. . If the check is not passed, B, can
check its database and get right DC pid obtained in

initializing phase 15’and send it to P .

Based on the above two claims, the improved scheme is
fair incentive-based electronic payment scheme for digital
content transactions over Internet.

CONCLUSION

In this paper, we show that Lin et al.’s incentive-based
electronic payment scheme of digital content is not fair. In
their scheme malicious customers may successfully get the
digital contents, but merchants and the authors of digital
content cannot timely get sale revenue. Furthermore, based on
Lin et al.’s scheme, this paper proposes an improved scheme.
In improved scheme neither the customer no the merchant has
priority. So, the improved is a fair scheme for incentive-based
electronic payment of digital content transactions over the
Internet.
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