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Secure Multimedia Data Transmission Using MATLAB

K.Sathyamoorthy, S.Balaji, S.Manoj, M.I.Mohamed Sabir

Abstract— This paper approaches security applications for
digital image and video processing. The techniques involve
Video Compression, Elliptical Curve Cryptography Encryption
Algorithm followed by Image Interleaving, and Pixel
Integration to generate integrated multi-video. User can select
one of the several videos displayed simultaneously with a unique
key for each video. With the key specifically generated for the
video, the original video is decrypted from multiple
image/videos.

Index Terms— Elliptical Curve Cryptography ;Encryption; ;
Image Processing; Pixel Integration; Security; Image
Interleaving Multi view Systems

I. INTRODUCTION

With the rapid growth of multimedia technology [3] many
public, private and defence sectors across the world are using
this technology for data transmission. There are potential
privacy threats and risks during video transmission and hence
the threats and risks should be eradicated. One possible way
to protect multimedia data transmission is to prevent
unauthorized entry. Another easy security approach is to
encrypt the complete data with a cryptographic algorithm [1],
[2] such as Advanced Encryption Standard or Data
Encryption Standard. Generally, multimedia is a combination
of different content forms such as text, audio, images, video
and interactive content. With the advancement in wireless
technologies and limited processing power, memory, and
bandwidth, and is difficult to handle the heavy encryption
processing load. Digital video [3] is a representation of a
real-world visual scene or a natural, which sampled
temporally and spatially, whereas video coding is the process
of compressing and decompressing a digital video signal.
Image or video transmission requires compression to decrease
the size of data for fast and secure transmission and
encryption [1] is used to protect the use of data against
unauthorized access.

Compression [11] is the process of encoding a file in such a
way that it consumes less space than the original file and is
easier to transmit over the network. Overall, a encryption
algorithm should provide sufficient security, high
computational efficiency imposes little impact on the
compression efficiency.

Data transfer in wireless mobile systems and limited
processing power, memory, and bandwidth, and is rarely able
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to handle the heavy encryption processing load. Therefore,
taking into consideration the specific characteristics for
resource-limited systems, new video encryption algorithms
need to be developed. Real world applications, a video
encryption algorithm must consider various parameters like
security, computational efficiency, compression efficiency
and so on. Video applications require high levels of security.
For example, for military purposes or transmitting satellite
images, high level of security is required to completely
prevent unauthorized access, whereas for Video on Demand,
low security will be fine. Computational efficiency means that
the encryption or decryption process should not cause too
much time delay. For real- world applications, an encryption
algorithm must consider various parameters like security,
computational efficiency, compression efficiency and so on.

Video compression is a process of encoding a video file and
removing repetitive images, sounds and scenes from a video.
Video compression will remove all such data to reduce the
video file size. It also eliminates redundant and non-
functional data from the original video files.

Here we present, compression[4] and encryption [5] [6] as
first stage and then process by image interleaving along with
pixel integration method in order to enhance security. In our
proposed method, nine sample input videos are taken and 3
frames per video are extracted for integration. These frames
are converted as RGB with a size of m*m pixels are taken
with block size of 4*4 is applied to test the performance. First
compressing with H.264 standard and encrypting with ECC
[2] then Interleaving with Pixel based Integration to generate
multi video, decryption process is done by selection of the key
in reverse order. The compression ratio of each layer,entropy
and correlation are calculated and evaluated.

II. RELATED WORK

Ahmed Bashir Abugharsa et al. [13] proposed an algorithm
for encryption for images which is based on the rotation. First
dividing the input image into six sub-images and then these
sub images are divided into small blocks and attached to the
faces of magic cubes.

2 pivels ¥ 2 pivels or more

Fig. 1. Six sub-images of magic cubes
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Fig. 2. (a) Input Image. (b) Encrypted image using AES (c) Rotation image.
(d) Encrypted Image using Intergration Technique.

A.Alfalou et al. [7] proposed simultaneous compression and
encryption method which is based on optical image set. The
major strength of the method is in its robustness against
various known-plain text attacks making this algorithm
appealing for colour video images and the main drawback is it
can be used only for optical setup images not for other images.
Daniel Schonberg et al. [11] proposed a framework on
compression of encrypted images and video sequences.
Laiphrakpam Dolendro Singh et al. [12] proposed an
algorithm for image encryption using ECC based on pixel
grouping.The group of pixels will reduce the computation and
are transformed into a big integer.These big integer values are
paired and given as input in ECC operation.

Zhi-Hong Guan et al. [6] proposed a method based on
shuffling the position and changing the image pixel grey
values. These values are combined to camouflage the
relationship between the cipher and plain image.

Guiliang Zhu et al. [10] proposed encrypting the image based
on pixels by applying ECC. First, scrambling the image
pixels, through the method of watermark. Getting final
encryption image is by camouflaged image to vision.

Rogelio Hasimoto Beltran et al. [14] proposed an interleaving
technique,the de-correlation process is applied to pixel or
co-efficient level in the compressed domain.

Frank Dellaert et al. [15] proposed algorithm based on image
tracking, which relies on the selective integration of a small
subset of pixels that contain a lot of information about the
state variables to be estimated.

III. PROPOSED METHOD

A. JPEG Compression
JPEG image frame consists of three 2-D patterns of pixels,
one for luminance and two for chrominance. Because
high-frequency color information is less sensitive to human
eye, JPEG calls for the coding of chrominance (color)
information at a reduced resolution compared to the
luminance (brightness) information.
The input images are layered as RGB.JPEG compression is
applied to all image layers individually for better
performance. The JPEG image compression [12] technique
consists of 3 functional stages.
1. Select RGB image.
2. Using discrete cosine transform (DCT)
transformation of a blocked representation of the
RGB Image data to a frequency domain
representation.
3. 3.Quantization of the blocked frequency domain data
per a user-defined quality factor.

B. H.264 Compression

H.264[4] defines a method of coding video that can give
better performance than any of the preceding standards. It
compresses video into a smaller space, which means that a
compressed video clip takes up less storage space compared
to older codecs and less transmission bandwidth. Generally,
standard definition is available in DVD-video format, capable
of supporting only a single movie where as High definition
videos with H.264 compression, to record hours of video on a
memory card and to deliver video streaming over in online.

First the given input videos are converted into frames in RGB
format.JPEG compression is applied to all image layers
individually for better performance. H.264 video
compression [12] technique consists of 4 functional stages.

1. Converting the video into frames.

2. RGB image format.

3. Using discrete cosine  transform  (DCT)
transformation of a blocked representation of RGB
data to frequency domain representation

4. Quantization of the blocked frequency domain data
per a user-defined quality factor.
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Fig. 3. Block Diagram of Proposed System

C. Eliptic Curve Cryptography

Elliptical curve cryptography (ECC) [8] [9] is based on
public key function based on elliptic curve theory that can be
used to create smaller, faster, and efficient cryptographic
keys. Key generated through the properties of the elliptic
curve equation instead of the traditional method of generation
as the product of very large prime numbers. ECC encryption
is based on encrypting the image intensity and thus converting
it into a new intensity. This new intensity is decrypted to
obtain the original intensity.

o First find the intensity I of the RGB frame from the
image intensity matrix.

e Convert the intensity of the frame I into an elliptic
curve point E using Mapping-1

e Elliptic curve point from Mapping-1 Encrypted to a
new point(E").

e The new point (E') is converted to a corresponding
integer M, using Mapping-2.

e This integer M is used to calculate the new encrypted
intensity I.

e The decryption is done in reverse process of
encryption.

D. Image Interleaving
Encrypted RGB frames are divided into small blocks [16],
[17] as 4*4. Small sub-blocks give better encryption. These
sub-block images are interleaved column wise. The number of
sub-block pixel values in each block is fixed for a given
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interleaver. Applying block based interleaving by selecting
the initial location randomly. Interleaving scheme is divided
into column-wise and row-wise interleaving randomly. Then
assign the value of seed as column-wise seed and row-wise

Row-wi Column-wise

1-1 1-1

2—(1+pmw) mod 1n; 2—(1+pcnl) mod ne

3-(1+2 prow) mod 0, 3-(1+2peol) mod ne

ne-(1+H1- 1) Prow) ne-{1+(11e-1) peat)

Al [A2 Bl [B2] Al |[Cl A2 |C2

A3 | A4 | B3 | B4 DI | Bl | D2 | B2

Cl|C2|DI[D2]]|A3|[C3|A4|C4

C3 |C4|D3|D4| |D3|[B3|D4| B4
(a) (b)

Fig. 4. (a)Block interleaver input sequence(b) Proposed

block interleaver sequence

E. Pixel Integration Technique
After interleaving, pixel integration for all RGB frames is
processed. Here the input images are represented in pixel
value format for RGB layers ranging from 0-255. Table for
pixel integration is formed for each layer separately in row
wise and column wise, assigning the input frames are taken as
row wise

Green

Frame-1

Video Input-1  Frame-2 Groen
Frame-3 Green

Fig. 5. Input Video to Frame Process
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Fig. 6. (a) Input Frame Pixel value for 4*4 Size (b)Sub-blocks value for
(a)

pixel values and column wise with starting value as 1 to
ending value 266. Here we consider the colour depth of each
frame as 16-bit and thus choosing the sub-blocks as 4x4.
Considering the RGB input frame as shown in fig.6 with size
of 64x64 and dividing into 4x4 blocks as shown in fig.7 will
produce 16 blocks which are represented as A, B, C, and D.
A(i,j) is first sub-block of A, where i is pixel value and j is
index location of pixel. Pixel integration table is created as
shown in fig.g8.

Assign the pixel index to the corresponding pixel value for the
first block of all RGB input frames and then second block of

every frames. This process is continued for all blocks of input
frames.

16-bit colour representation is used in case of multiple indices
with the same pixel value in a block. The value is calculated
by representing them in the 16-bit colour RGB palette with
reference to fig.5, and finding their corresponding value as
shown in fig.9.

This process is repeated for all the blocks of the input RGB
frames individually. By summing all the RGB pixel indices
value for each pixel value for all the frames, Image Integration
is done.

Image/Pixel | 1 2 3. 10
1 4.16
2 9
3
1
5 15,15
6
7 7
8 6
9 2
10
11
12 911
13
14 103
15 13,12
200 14
230 8
256

Fig. 7. Pixel Integration Table with values

1{of0 oj1jofofojojojfoj|1rfoj1rj1 0

67 (8 9] 1

Fig.8. Multiple values location in RGB format

IV. EXPERIMENTAL DETAILS AND RESULTS

The proposed method has been implemented in MatLab 8.6 in
windows environment with a system configuration of 17 Intel
Pentium VI Generation processor with 16 GB RAM. The
proposed algorithm has been tested with various images. A
good quality encryption algorithm should be strong against all
types of attack. Another important factor that evaluates the
efficiency of algorithms is measuring the amount of time
required for overall process.

A. Correlation Co-Efficient

The correlation [18] is calculated between input image and
encrypted image. The correlation coefficient values ranges
from -1.0 to 1.0.If the correlation value of encrypted image is
equal to O or very near to O then the encrypted image and
original image are totally different. A mistake or wrong
encryption has been made when the calculated correlation is
greater than 1.0 or less than -1.0. A negative correlation is
indicated when correlation value is -1.0 , while perfect
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positive correlation is indicated with value of 1.0. The
equation (1) shows correlation coefficients calculation,

1
Cov(x’ y) = ;Z(xi - E(x))(y‘ - D(x)) ) Fig.11. Decrypted Image with Key No.4
Table 1 Entropy and Correlation Value For Texture Image
B. Information Entropy IMAGE NAME | ENTROPY CORRELATION

Entropy [19] is a quality of an image, i.e. the amount of 1 17015 0.0347
information which must be coded for by a compression 2 1.7744 0.0522
algorithm. Low entropy images have very little contrast and 3 1.8929 0.0546
large runs of pixels wi.th the same or similar DN valups 2 18308 0.0506
whereas higher entropy images such as an image of heavily 5 18753 00438
cratered on the moon have a great deal of contrast from one 5 1'8648 0'0470

pixel to the next. The equation (2) is used to calculate entropy i :
of the image. 7 1.7461 0.0470
n 8 1.5968 0.0493
H= —iz1pi X Iﬂgz Pi 9 16002 0.0442

@

Table 2 Compression Ratio for Mosaic image

C. Compression Ratio IMAGE NAME | ENTROPY CORRELATION

Compression ratio is the process of reducing the size of a 1 1.7015 0.0347
data file. In transmission of data, it is called source coding in 2 1.7744 0.0522
opposition to channel coding. Compression is useful because 3 1.8920 0.0546
it reduces resources required to transmit and store the data. 2 1.8898 0.0506
Compression ratio is called with the below formula, 5 13752 0.0438

6 1.8648 0.0470

Compression Ratio= Uncompressed Data Rate 7 17261 0.0470
Compressed Data Rate 3 1.5968 0.0493

9 1.6002 0.0442

D. Result Analaysis

High compression ratio with entropy value and low Video No- 1Frame No-1Video No-2Frame No-1Video No-3Frame No-1
correlation values provides good encryption. The time taken

for video encrypting and video decrypting with key is

197.1251 seconds. Results for the compression

ratio,correlation and the entropy values for image and video
inputs are shown in Tables I-V.

1.ipg(1) 2jpg(2) _3.pg(3)

4.ijpg(4)

Fig. 12. Input Videos with Frame-1

Video No-1Frame No-2Video No-2Frame No-2 Video No-3Frame No-2

Fig. 9 Mosaic Input Image

Video No-7Frame No-2Video No-8Frame No-2 Video No-9Frame No-2

Fig. 13. Input Videos with Frame-2

Fig. 10. Pixel Encrypted Image
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Video No-1Frame No-3 Video No-2Frame No-3Video No-:?.Fr?_(pe No-3

wa

Video No-7Frame No-3 Video No-8Frame No-3Video No-9Frame No-3

|

Fig. 14. Input Videos with Frame-3

Fig.15. Encrypted Video

Fig.16. Decrypted Video with Key No.4

-
L,
Fig.17. Decrypted Video with Key No.7

Table 3 Compression Ratio, Entropy and Correlation Value
for Input Video-Frame-1

I Compression Ratio Entropy Correlatio
mage | g G B Value n Value
No
1 0.5469 0.5625 0.5625 0.0537 -0.0130
2 0.6875 0.6719 0.7188 0.0009 -0.0065
3 0.3906 0.4063 0.3906 0.0001 0.0061
4 0.4844 0.5625 0.5313 0.0005 -0.0014
5 0.5781 0.5469 0.5469 0.0000 0.0346
6 0.5313 0.5313 0.5313 | 0.0253 -0.0240
7 0.3906 0.4844 0.5000 0.1739 -0.0050
8 0.5469 0.5781 0.5938 0.3185 -0.0071
9 0.5000 0.5625 0.5469 0.0158 0.0320

Table 4 Compression Ratio, Entropy and Correlation Value
for Input Video-Frame-2

Image Eompressi;);n Ratio = Entropy Correlatio
No alue n Value

1 0.5469 | 0.5625 0.5625 | 0.5459 -0.0129

2 0.6875 | 0.6719 0.7188 | 0.6875 -0.0065

3 0.3750 | 0.3750 0.3750 | 0.0001 0.0060

4 0.5000 | 0.5938 0.5313 | 0.0005 -0.0015

5 0.5781 0.5469 0.5469 | 0.0000 0.0343

6 0.5313 | 0.5313 0.5313 | 0.0252 -0.0238

7 0.3594 | 0.4688 0.5000 | 0.1739 -0.0050

8 0.5469 | 0.5781 0.5781 | 0.3186 -0.0071

9 0.4844 | 0.5469 0.5156 | 0.0158 0.0317

5

Table 5 Compression Ratio, Entropy and Correlation Value
for Input Video-Frame-3

Tmage I(;ompressizn Ratio 5 sntropy Correlatio
No alue n Value

1 0.5469 | 0.5625 0.5625 | 0.0537 -0.0128

2 0.6875 0.6563 0.7031 0.0010 -0.0065

3 0.3594 | 0.3750 0.3594 | 0.0001 0.0060

4 0.5156 | 0.5938 0.5313 0.0005 -0.0015

5 0.5625 | 0.5469 0.5625 | 0.0000 0.0341

6 0.5313 0.5313 0.5313 0.0252 -0.0237

7 0.3281 0.4844 0.5000 | 0.1739 -0.0049

8 0.5469 | 0.5781 0.5781 0.3186 -0.0071

9 0.4688 | 0.5625 0.5625 | 0.0158 0.0315

CONCLUSION
Security has become highly important since the

communication by transmitting of digital products over the
network occur very frequently. Compression and Encryption
with pixel integration method is approached in this paper.
First, compressing the input video frame and encrypting along
with the interleaving is done, then through the method of pixel
integration increasing the difficulty of decoded. At last, a
camouflaged all the input videos, getting the final encryption
video. Experimental result shows good performance with low
correlation, high entropy and compression ratio which shows
that the pixel-based algorithm is highly secure. With this
approach, it is also able to encrypt large volume of data more
securely and simultaneously. Our new approach is expected to
be useful for transmission applications and real time system.
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